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ORGANIZATION OF THIS REPORT

This report is presentecl in chapter format with four major sections. Section

I is the Statement of Need, Section II, the Executive Summar¡ Section III
Essential Challenges, Section IV Recommendations Matrix and Section V
Firm Qualifications..
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DISCLAIMER AND DISCLOSURE

Margolis Healy co¡rdr"rcted this assessment and prepared this report at

the rerlrrest of llrrrìillstotr FIigh School. The attthors' opiniotrs, finrlings,

conclusiolls, aÌrd recon-unendations are provided solelyf'or the ttse ancl berlef:t

of the clieltt. AIry warranties (expressed ancl/or impliecl) are specifically

disclaimecl. Any statements, allegations, and recommendations in this report

shoulcl not be construed as a governing policy or decision unless so designated

by other clocumentation. This rePort is based on the most accurate data

gatherecl ancl available to Margolis Healy at the time of the assessment and

presentation. Our recommendations are subject to change in light of changes

in such data.
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SECTION I - STATEMENT OF NEED

Burlington High School is located in Burlington, Vermonr. With a population
of approximately 41,000, Burlington is the Iargesr and mosr diverse city in the
State ofvermont. It sits in a unique picturesque location on the eastern shore
of Lake Champlain, between the Green Mountains and the Adirondacks.

Burlington High School offers a comprehensive and challenging college
preparatory program with an emphasis on academic excellence and
intellectual curiosity. The mission of the school encourages students to be
curious, independent, motivated, and socially responsible. Students will
demonstrate scholarship; model personal and social responsibility; respecr,

and an appreciation for the diverse cultures, values, and abilities of all
members; helps them prepare for life-long learning and wilì make a posirive
contribution to the world beyond BHS.

Due to Burlington's designation as a refugee resettlement center, students
from all over the world interact with native Vermont students who themselves

come fiom a broad range of'socioeconomic backgrounds. The result is a
high school population of 1,100 that is uniquely and inrerestingly diverse
in an urban school in the midst of one of the country's smallest and most
rural states. AII Burlington High School students are required to complete
l0 hours of community service each year as part of the charge "to educate
and inspire students to influence and shape the future." studenrs also engage
in a broad range of co-curricular activities including a recognized drama
program, competitive sports teams, and literar¡ recreational, and arts clubs
and programs.

Margolis Healy was rerained to conduct an independent and objective
assessment of the current safety & security practices at Burlington High
School. This assessment is intended to acknowledge where the School has

been successful and where opportunities may exist to enhance the campus
security posture in light of orrr findings.
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SECTION II - EXECUTIVE SUMMARY

We completecl this assessment by conducting a multi-day site visit to
Burlington High School in an effort to fully understand its physical design,

ft¡nctional rrse, artd the operational challenges presented by the surrounding

commuuity. In addition, Margolis Healy conducted a series of interviews

with students, facnlty, and aclministrative staff and reviewecl significant

cìocumentation relevant to our aSSeSSment such as emergency plans, written

directives, and polices and procedures to better orient ourselves with the

areas under review.

This report is intended to provide the Burlington High School leadership

tealt-¡ rvith an orientation to the nlajor tlìemes thatwere develope d and identifìed

durinc the conrse of ottr cngagement. This may incltrde areas in which we

believe the current physical se curity measurcs in place are performing well

and of course, areas in which we believe there are opportunities to enhance

the current security posture.

Wc idcntificd four major thernes or "essential challenges" that we fecl are

critical areas in which Burlington High School should focus its efforts to

improve short and long-term security services. We believe that with some

reasonable investments in existing personnel, training, and physical security

enhancements, the Burlington High School can maintain its open and

welcoming environment, while providing a safe and secure environment for

all its students, faculty, staff, and visitors to work, learn, and grow.

We believe in identifying the essential challenges facing the School, the

leadership now has the opportunity to strategically enhance the overall safety,

securit¡ and crisis response postule in a reasonable, cost-effective manner,

while continuing to foster and provide world-class educational opportunities

and maintain a welcoming environment to the community. All that we have

witnessed and all that we have learned supports our belief that the leadership

of BHS is committed to providing the safest environmentpossible for its many

students, faculty, staff, visitors, and guests.
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SECTION III - ESSENTIAL CHALLENGES

Emergency Response Planning

Burlington High School currently has an emergency plan that is made up
of a series of emergency response protocols and proceclures. Howeve¡ the
existing plan needs to be enhanced to an allhazards pìan, which has become
the contemporary standard for high schools across the country. Many staff
members with whom we spoke were unfamiliar with the existing emergency
response plan and it appears that these documents have not been advertised
or promulgated in the appropriate fashion.

An important component of developing these plans is to form a collaborative
school crisis planning team, which would involve school and community
partners, including your local first respon.se corrrmrrnit¡ A modern emergellcy
operations plan (EOP) for schooìs shouid contain at a minimum:

. A basic plan

¡ F '--ri^-^l ^-".^..^^- ¡ u¡¡LLrv¡¡a¡ 4¡1I¡L^LJ

¡ Threat or hazarcl specific annexes

The plan should provide an overview of rhe schooì's specific approach to
safety and security and emergency management and is intended to be used by
the school, local emergencyfirstresponders, and members of the cornmunity.
Some mandatory aspects of the plan include:

r An introduction

r A promulgation statement

¡ Arecord ofchanges

. A plan distribution list

r Purpose, scope and assumptions

. A concept ofoperations

o Organization and assignment of responsibilities

r Direction, control, and coordination

e Information collection and analysis

. Training and exercises

. Administration, finances, and logistics

. Plan development and maintenance

Functional annexes detail the goals and specific actions to be taken by
members of the school during an emergency such as evacuations, continuity
of operations, and security. The minimum functionaì annexes that shouìd
be included in the plan include:

BURLINGTON, HIGH SCTIOOL SAFETY & SECU.RITY PROGRAM ASSESSMENT EXEGUTIVE 5IJ,,MMARY AND RECOMM,ENDATIONS 6
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. Comrnulrications

. Evacuation

. Shelter in place

. Lockdown

o Lockout

¡ Accounting for all facult¡ staff, and students

. Rcunification

. Continuity of operations

. Security

¡ Recovery

. Health and medical

Threat or hazarcl-specific annexes specify the goals and objectives and

courses of actions to be taken by the school in order to deal with a Particular
hazard or threat such as an earthquake or active shooter. Similar to functional

annexes, threat and hazard-specific annexes describe holv the schooì tnallages

the functions before, during, and after an emergency.

We were unclear throughout our interview process about where the

ultimate responsibility for emergency preparedness and planning falls at

Burlington High School. While some members of the campus community

are actively engaged with the emergency planning Process, we received no

consistent answer in reference to who at the school has the primary function

of emergency response planning.

In addition, it appears that there is an opportunity to enhance the level of
participation on the school crisis planning team and that a renewed level of
energy and commitment to the school's emergency response planning process

would serve the school well as it moves into the future.

In nearly every interview we conducted, we asked faculty and staff members

if they had received any training on what to do in an emergency or if they had

received any training oI education on the school's emergency operations plan.

We were clisappointed to hear from many people that they lacked a familiarity

with what was expected of them drrring specific crisis sitrration's and many

felt uncomfortable with the level of emergency training ancl exercises that

was conducted at the school.

We witnessed this lìrst hand rvhen the school fire alarm was activated cluring

our on-site engagement and the school had to be evacuated as a result of this

alarm. We observed many faculty members who appeared to be unfamiliar

with their evacuation routes and assembly areas and many of the students

were in areas that were fär too cìose to the school for adequate safe standoff'

distances if a real emergency were to have taken pìace.
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Many rnembers of the school conrrurrity tolcl r-¡s in interviews after the
evacuation of the school that they were unfamiliarwith the school's relocation
sites and evacuation routes to these sites. Many tolcl us they would not know
how {.o co¡rduct the farnily reunifì<:¿rtiotì proce.ss il- the clltire school hacl t<¡

be evacuatecl during a reaì emergency.

While many emergency response protocols exist in cLlrrent planning
documents, it appears that there needs to be a signilìcant increa,se in the
ìevel of training and exercises at all levels to eìlsure the school is prepared
to effectively respond to any type of'emergency.

Access Control and Visitor Management

Burlington lligh School does nor spccilìcally account f'or or deny access

to anyone during the schooÌ day. While we undersrand the school's desire
for a more collegiate atmosphere that is open and welcoming to its students
and community members, we believe that this practice leaves the school
and its occupants at risk and is not in keeping with access control and visitor
management contemporarv.standards f'ound in I(-.1 2 schools ¡þ¡orrøhnrrt the

country.

We witnessed the open environment of the school during our visit and at
times we were overwhelmed with the number of students and what appeared
to be guests at the school waìking the hallways during student drop offlpick
up and throughout the school day.

We also observed the student ambassador program that by design is an
informal program hosted by the studenr body to welcome visitors ro the
school. However, it is our professional opinion that this practice puts these
students in a position of risk during a potentìalìy violent encounter at the
main entrance to the school.

We did not observe any deliberate "way finciing" signage during our visit
that directs visitors to the main office for offrcial/unofficial business. In
addition, we did not observe faculty or staff members who had been given
the specific assignrnent of monitoring hallways or school entrances during
school drop off/pick up or during normaì class transirion times.

Throughout our engagement at the school, we noted thar the school lacks
a consistent application of its facrilty/staff visual iclentification system. \{hile
rve made our way to the rnai¡r office and receiveci our visitor passes each day
during our engagement, we observed many children and adults walking the
I'rallways of the school rvho lackecl approJrriate iclentification and credentials.
With the school's current open-access environment, this type of credentialing
system carì serve to immediateìy identify those who are in the school for
ofllcial busincss and visitors who may havc to bc dirccted ro the main ofßce
to receive their visitors pass.

BURLINGTON HIGH SCHOOL SAFETY & SECURITY PROGRAM AsSESSMENT EXECUTIVE 5UMMARY A.ND RECOMMENDATIONS 8



MARGOLIS HEALY PRIVILEGED & CONFIDENTIAL

lJzrsecl oll our observations, we believe there is an opporttìnity to expancl

the use of electronic access control, staff ancl student creclentialing ancl

security cameras in a manner that is l-lon-intrusive ancl maintains the oper-t

environment that the school clesires.

Faculty and Staff - Culture/Climate

Although a school culture and climate assessment was r-ìot in our original

scope of work, it was clear to us after interviews with many of the school's faculty

and staff that there is a high level of frustration and anxiety surrounding what

many faculty and staff members feel is a lack of support from the school's

administration and the locaì school board.

Many teachers spoke of having theìr hands tied when making individr-raÌ

classroom discipline decisions and many of those same teachers feel theirjobs

would be in jeopardy if they dealt with some of the behavioral issues that are

having a negative impact in their classrooms. Throughout our conversations

comments like, "things have reached a boiling point" and "we arejust a short

distance away from something bad happening in our schooì" continued to

surface.

When faculty members perceive a lack of support from their school

administrators, individual teachers may hesitate to enforce school policy

or address inappropriate classroom behavior, which can create an unsafe

environment within the school if not immediately addressed.

Security Systems and Technology

As part of our engagement, we familiarized ourselves with the campus

environment, history of prior incidents, and past threats to the campus by

speaking with locai law enforcement, school administrators, and members

of the faculty and staff, reviewing documentation, and walking the campus

at various hours ofthe day.

While there are many components to a physical security program such as

signage, lighting, and environmental design, the use of security systems and

technology such as security cameras, electronic access control, ancl intrusion

detection systems play a crucial role that continues to evolve as technology

advances.

The effective use of security systems and technoìogy should at least

include the following elements to ensure successful governance, program

manasement, and sustainability:

. Design standards

. Acceptable use polices

. Standardized equipment, installers/integrators

' Program management

BURLINGTON HIGH SCHOOL S,AFETY & SECURITY PROGRAM ASSESSMENT EXECUTIVE.SUMMARY AND RECOMMENDATIONS 9
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Crammar schools, higli schooìs, colleges, ancl universities across the country
have increasingly embracecl the use of electronic security systems to enhance
campus safety. The decision to implement electronic security systems is one
that requires signilìcant r-esearch, plannilrg, and coordination based on the
particular circumstances of each school, including its culture, resources,

precipitatin g even ts, ancl security ma nagemen t capacity.

BHS is currently utilizing security cameras and electronic access control
on a limited basis. We believe that these systems, while functional are not
fi.rlly integratecl and clo not create operational efficiencies. In aclclition, we

believe the BHS leadership needs to evaluate the School's acceptable use

policies, pãrticularly around security cameras. While there is a district policy,
BHS should develop its own policy that discusses and establishes its purpose,
responsibilities, procedures, video retention periods, non-discrimination,
cxpcctation of privacy, and law enfbrceme nt acce ss to video re cords.

We also believe BHS needs to further evaluate its use of electronic access

control, who, in fact, is given a credential, and how they are approved. Our
understanding is that this "practice" is inconsistent end there is no general
govelnance or¡er the operational benefits of the system. We also believe
it is necessary to train additional staff in current practices of issuing and
programming credentials to ensure reasonable redundancy. Margolis Healy
will provide sample polices and practices outside of this report wherever
possible.

BHS should also consider how these systems would communicate or "talk"
to one another in the fu[ure and as upgrades are reqnired. To truly benefit
from force mrrìtiplication, RH.S wor¡ld be best served by consoliclating to a
centralized systern that allows benefits such as alarm monitoring or "camera

recall," sequential card and camera tracing, and remote lockdown capabilities
from multiple workstations.

BURLINGTON HIGH SCHOOL sAFETY & SECURITY PROGRAM ASSESSMENT EXECUTIVE SUMMARY AND RECOMMENDATIONS 1 O
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SECTION IV - RECOMMENDATIONS MATRIX

CRITICALITY

Low Med Hf gh
CRITICALITY

Low Med High

cRrTtcAilïY
Low Med H¡gh

x

COST

Low Med High

x

w
1

Enhance the level of faculty and

staff participat¡on on the school

cr¡sis planning team.

x2
Establ¡sh routine crisis plann¡ng

team meetìngs,

J

lnform all schooi stakehOlders ol the

progÍess of the work be¡ng conducted

by the school cris¡s planning team.

X

Y

X

X

I

I
I

I

Ixt
I

I

4

Write an all-hazards emergency

operations plan that is ¡n keping w¡th

federal "Guide for Develop¡ng a High

Quality Emelgency 0perations Plan".

x5
Ensure Lhe plan is reviewed annually

and revised as needed.

COST

Low Med High

IXr
I

I

I

I

xi x

c0sÏ
Low Med High

-!-
i

i
I

I

I

I

I

6
Develop functional and threat

specilic annexes.

x7

ì, :Jr ;1

X:,,

t: '"

i::,r'

B

Enhance the level of emergency prepare

drills designed to test the effect¡veness

of the schools emergency operations plan

along with the individual response actions

taken dur¡ng these s¡mulated emergencies.

Requ¡re lncident Command System

100 and National lncident Management

System 700 training for all members of

the school crisis plann¡ng team and critical

decision makers within Lhe school.

Conlinue to enhance the level of

staff and student lam¡liar¡ty with the

schools crisis response protocols.

Ëstâblish and train reunification

polic¡es and practices

Consìder adding redundant capabilit¡es

to utiiize public address systems

outside of the ma¡n office

Continue to enhance the level of

involvemenl of the Sch0ol Resource

0fficer's (SRO) in emergency preparedness

planning, training and exercis¡ng.

Seek ways to enhance the SRO's

¡nteractions and education opportunities

w¡th the student body.

I
+
i
i

l

I
I

I

i

i

I

x

x

x

X

o

10

x

x

x

TT
x

11-

1,2

E

X13

XX1.4

Consider ¡ncreasing the level of faculty

and staff v¡sibility dur¡ng student drop

off, pick up and class transit¡on times
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i c0sT i cRrTrcALrTY

Low Med High i Low Med High
COS] cRtTtcALtïy

Low Med HÌgh

27

Low Med High

2B

----,-l

COST

Loì¡/ Med High
CRIIICATITY

l-ow Med High

15

Continue to enhance the level cr¡s¡s

response plann¡ng, train¡ng and exercis¡ng

with the Burl¡ngton Police Department?

x x

16

Conduct train¡ng to ensure appropriate
faculty and staff are able to util¡ze all
emergency communication equipment.

X X

t-
I'X17

Consider purchasing additional two way

radios to be placed in each classroom.

I

I

i

I
i

I

I

I

:

t-

X

Provide radio etiquette and emergency

communÌcat¡ons tra¡ning to all

-t

1B

:

I

l

-l
I

I

i
I

i

I

I

F

I

I

I

;

i
I

I

:

l
I

I

.i.

I
i

x
i staff with portable rad¡os

19

Continue to enhance the level

faculty and stafl familiarity of "safe

areas" with¡n each classroom.

i

I

I

r
x I

¡

t-
I

I

I

I

I

:

I

20

Have schoo¡ cris¡s piann¡ng team members
or facil¡ties staff meet with all classr0om X
tAâ^hêrc lñ i^nl¡rmltôci c¡fø atat l^¡.ti^hô

21

ldent¡fy "safe rooms" with¡n the school

that can be used by faculty, staff, students
and visilors dur¡ng an emergency.

1

:
i
I

i

,t.. ..

I

I
i-'
Ith awareness of "safe r00m s"

22
and "safe areas" and the pract¡ca¡¡ty of
these "rooms" during drills and make

appropriate adjustments as needed.

X

1a
Control all access to yOur build¡ng by req

all faculty, staff, students and visitors to

use the majn entrance to your campus.

x

24

Consider adding way f¡nd¡ng signs

at the main entrance that d¡rects all

visitors to the ma¡n ofilce area.

X

1Ã
Develop a catchment area to restr¡ct

the flow of visitors and unauthorized
persons ¡nto classroom areas.

x x

,/6
Reconsider the use of student

ambassadors in the¡r currenT role of

welcom¡ng v¡s¡tors to the school.

x

Ensure all faculty, staff and students

are aware of the secur¡ty risks

associated w¡th leaving ex¡t doors

during normal business hours.

I

I

I

I

I'1-''
I
I
I

x

Consrder assigning specific faculty and staff
to routinely check all exterior doors to the

school dur¡ng normal llus¡ness hours.

x

Promulgate and consistently enforce

ex¡sting visual ¡dentity pol¡cy
x x29
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cRtTlcAUry
Low Me(l Hígh

cRrItcAUry
Low Med High

COST

Low Med H¡gh

CRITICALITY

low Med High

c0sï
Low Med High

COST

Low Med H¡gh

X

x

x

x

30

31

32

-1.)

Continue to ¡ntegrate security

technolog¡es such as electronic access,

door position sw¡tches and v¡deo to

maximize force multiplical.ion

Consider upgrading the ex¡sting Tyco access

control system to newer version after

evaluation of ex¡sting and future needs

Establish video retention standard

and bring hardware capacity into

compliance within 24 months.

Consider adding remote panic

alarms for counseling staff and

or other high risk positions.

201720f620r5
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or stanclalone door ìocking systems and hardwal-e; campus lighting (interior
ancl exterior); E9l I capacity and PBX phone systellls; rnass notiñcarior-t sysrcnrs
(lrigh ancl low technology); fire and life sal'e ty system.s; r'isitor rn¿ìnagenrcÌììr

poìicies and practices; inclusion of crime prevention through environmer-ltal
clesign considerations; and access control and other security technology rools.

The Third Circle explores measùres that enable the institution ro respond
to events and security and safety related needs in an organizecl, timely, ancl

cfficient tllanner, This may inclucle a prrblic safety frrnction with or-ganizcd
involvement of students, faculty and staff in the security of the campus;
nrenrorancla of nnderstanding with area police, fire and entergeìlcy medical
services; emergency response and recovery systems, policies and proceclures
that have been trained to; and adoption and implementation of the National
Incident Management System (NIMS) and the Incident Command System
(iCS). Combined, this third circle ofprevenrion builds capacityfor the human
response to satèty and secnrity reqnirements.

Taken together, the various strategies depict the interconnected nature of
a2t'ì'ln!ìs c-afetr-¡ an¿-l ce¡llrilrr l-hrnoee ¡r âe¡icin-o moÀa tn imn¡¡r tlrav¡¡d¡¡óvú v¡ ULL¡r¡v¡¡ù ¡¡¡dug LU u¡ig di cd ¡ijiPdLL iiiú

others. The deployment of security technology (cameras, door prop alarms,
controlled access points) may or may not have an effect on the number of
public safety officers, which nìay or may not irnpact other security rreeds. MFIA
works with our clients to develop a reasonable campus safety and security
program based on their current state and the desired future state.

The measures taken to address safety and security are as much data and
metrics driven as they are based on perception. We believe that our expertise,
knowledge ancl experiences nniquely qualify trs to assist olrr client institurtions
with recommendations tuned to their culture and needs.

Margolis Flealy & Associates, LLC is a minority and veteran-owned
small business. For a complete listing of available services, please visit
www.margolishealy.com.

THE
INTERCONNECTEÞ

NAI'URE OF CAMPUS
SAFEÏY & 5ËCURITY

STRATEGIES "
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